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INTENT 
Increased protection of information and Information Technology Resources to assure the 

usability and availability of those resources to all users of CRWC. IT is the primary intent of 

this Policy. The Policy also addresses privacy and usage guidelines for those who access 

CRWC’s Information Technology Resources. 

PURPOSE 
CRWC recognizes the vital role information technology plays in effecting organization 

business as well as the importance of protecting information in all forms. As more 

information is being used and shared in digital format by CRWC’s IT resources authorized 

users , the need for an increased effort to protect the information and the technology 

resources that support it , is felt by CRWC and hence this Policy. 

Since a limited amount of personal use of these facilities is permitted by CRWC to users, 

including computers, printers, e-mail and Internet access, therefore, it is essential that these 

facilities are used responsibly by users, as any abuse has the potential to disrupt company 

business and interfere with the work and/or rights of other users. It is therefore expected of 

all users to exercise responsible and ethical behavior while using CRWC’s Information 

Technology facilities. 

REFERENCE 
In this Policy, a reference to the following word(s) shall have the following meanings 

assigned to it. 

Information Technology Resources: 

Information Technology Resources for purposes of this Policy include, CRWC owned or those 

used under license or contract, Information Technology Resources such as computer 

hardware, printers, software, e-mail and Internet and intranet access. 
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User: 

Anyone who has access to CRWC’s Information Technology Resources, including but not 

limited to, all regular employees, temporary employees (contractual and outsourced), 

probationers, contractors, vendors and suppliers. 

INFORMATION TECHNOLOGY RESOURCE 
The use of the CRWC’s information technology resources in connection with CRWC’s 

business and limited personal use is a privilege but not a right, extended to various users. 

The privilege carries with it the responsibility of using the Users of CRWC's Information 

Technology resources efficiently and responsibly. 

By accessing CRWC’s Information Technology Resources, the user agrees to comply with this 

Policy. Users also agree to comply with the applicable laws and all governing contracts and 

licenses and to refrain from engaging in any activity that would subject CRWC to any liability. 

CRWC reserves the right to amend these policies and practices at any time without prior 

notice. 

Any action that may expose CRWC to risks of unauthorized access to data, disclosure of 

information, legal liability, or other potential system failure is prohibited. 

Scope 

This policy applies to everyone who, in India, has access to CRWC’s Information Technology 

Resources and it shall be the responsibility of all Terminal Managers in the Terminals and IT 

department at the corporate office to ensure that this policy is clearly communicated, 

understood and followed by all users. 

This Policy also applies to all contracted and outsourced staff and vendors/suppliers 

providing services to CRWC that bring them into contact with CRWC’s Information 

Technology resources. All the departments at corporate office and the respective Terminal 
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Managers who contracts for these services shall be responsible to provide the 

contractor/vendor/supplier with a copy of this Policy before any access is given to them. 

These policies cover the usage of all of the Company’s Information Technology and 

communication resources, whether they are owned or leased by the company or are under 

the company's possession, custody, or control, including but not limited to : 

 All computer-related equipment, including desktop, laptop,  wireless computing 

devices, telecomm equipment, networks, biometric devices, printers, and all 

networks and hardware to which this equipment is connected. 

 All applications/services e.g. e-mail, Internet and intranet and other on-line services. 

 All software including purchased or licensed business software applications, computer 

operating systems, firmware, and any other software residing on CRWC owned 

equipment. All intellectual property and other data stored on CRWC’s Information 

Technology equipment.  

 These policies also apply to all users, whether on Company property or otherwise, 

connected from remote connections via any networked connection, or using 

Company equipment. 

GENERAL INFORMATION TECHNOLOGY USAGE 

Passwords 

It is imperative that users practice due diligence in controlling access to their systems by 

protecting their user accounts with passwords which are not easily guessed or deduced. 

Passwords are an important aspect of computer security. They are the front line of 

protection for user accounts. A poorly chosen password may result in the compromise of 

the entire corporate network of CRWC. As such, all CRWC employees (including contract & 

outsourced employees) are responsible for taking the appropriate steps, as outlined below, 

to select and secure their passwords. 



 

Page | 6  
 

 Individual password security is the responsibility of each user. Password policy shall 

ensure that all user accounts are protected by strong passwords and that the 

strength of the passwords meets the security requirements of the system. 

 Passwords are an essential component of CRWC‘s computer and network security 

systems. To ensure that these systems perform effectively, the users must choose 

passwords that are difficult to guess. This means that passwords must not be related 

to your job or personal life. This also means passwords should not be a single word 

found in the dictionary or some other part of speech. 

 To make guessing more difficult, passwords should also be at least eight characters 

long. To ensure that a compromised password is not misused on a long-term basis, 

users are encouraged to change passwords (e.g. email, web, desktop, laptop etc.) 

periodically (at least once every three months).  

 Passwords must not be stored in readable form in batch files, automatic log-in 

scripts, software macros, terminal function keys, in computers, or in other locations 

where unauthorized persons might discover them. Passwords must not be written 

down and left in a place where unauthorized persons might discover them. 

 Immediately upon assignment of the initial password and in all cases of password 

"reset" situations, the password must be immediately changed by the user to ensure 

confidentiality of all information. 

 Under no circumstances, the user must share his/her password(s) with other user(s). 

 All access codes including user ID passwords, network passwords, PINs etc. shall not 

be shared with anyone, including personal assistants or secretaries. These shall be 

treated as sensitive, confidential information. 

 Passwords must not be communicated though email   messages or other forms of 

electronic communication such as phone to anyone. 

 Passwords shall not be revealed on questionnaires or security forms. 
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 Passwords of personal accounts should not be revealed to the controlling officer or 

any co-worker even while on vacation unless permitted to do so by designated 

authority. 

 The same password shall not be used for each of the systems/applications to which a 

user has been granted access e.g. a separate password to be used for a Windows 

account should be selected. 

 The "Remember Password" feature of applications shall not be used. 

 Users shall refuse all offers by software to place a cookie on their computer such 

that they can automatically log on the next time that they visit a particular Internet 

site. 

 First time login to systems/services with administrator created passwords, should 

force changing of password by the user. 

 If the password is shared with support personnel for resolving problems relating to 

any service, it shall be changed immediately after the support session. 

 The password shall be changed immediately if the password is suspected of being 

disclosed, or known to have been disclosed to an unauthorized party. 

 Policy  for  constructing  a  password:  All  user-level  and system-level passwords 

must conform to the following general guidelines described below:- 

 The password shall contain more than eight characters. (atleast with one 

uppercase, numeric, special character, lowercase each) 

 The password shall not be based on computer terms and names, commands, 

sites, companies, hardware, software. 

 The password shall not be a word or number pattern like aaabbb, qwerty, 

zyxwvuts, 123321, etc. or any of the above spelled backwards. 

 The password shall be a combination of upper and lower case characters (e.g. 

a-z, A-Z), digits (e.g. 0-9) and punctuation characters as well and other 

characters (e.g., !@# $%^&*()_+|~-=\`{}[]:";'<>?,./). 
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 Suggestions for choosing passwords:  Passwords may be chosen such that they are 

difficult-to-guess yet easy-to- remember. Methods such as the following may be 

employed: 

 String together several words to form a pass-phrase as a password. 

 Transform a regular word according to a specific method e.g. making every 

other letter a number reflecting its position in the word. 

 Combine punctuation and/or numbers with a regular word. 

Access Control  

All CRWC computers that are either permanently or temporarily connected to the internal 

computer networks must have a password-based access control system. Regardless of the 

network connections, all computers handling confidential information must also employ 

appropriate password-based access control systems. 

 Modems/Router/Network may only be used at CRWC after receiving the written 

approval of the IT Head and must be turned off when not in use. 

 All access control systems must utilize user-IDs, passwords and privilege restrictions 

unique to each user. Users are prohibited from logging into any CRWC system 

anonymously.  

 Access to the server room is to be restricted and only recognized IT staff or someone 

with due authorization from IT Head is permitted to enter the room. 

 Users shall not make copies of system configuration files (e.g. Passwords, etc) for 

their own, unauthorized personal use or to provide to other users for unauthorized 

uses. 

Software Licensing 

 For all software including like application softwares, computer operating systems, 

firmware, and any other software must only be purchased or licensed business 
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software applications residing on CRWC - owned equipment. Any software which 

does not have any purchased license must not be used in CRWC - owned equipment. 

 Use of CRWC network resources to illegally distribute or duplicate unauthorized 

copyrighted or licensed material is prohibited. Users shall not make unauthorized 

copies of copyrighted software, except as permitted by law or by the owner of the 

copyright. 

Internet and Intranet Usage 

 Access to the internet and its resources is provided for the purposes of conducting 

business on behalf of CRWC. Reasonable personal use of the Internet is permitted, 

according to constraints and conditions set out by the installed Firewall. 

 The IT department reserves the right to block access to any Internet resource without 

any prior notice, in case anyone required access to restricted site, the same may be 

dealt as special case provided the same is identified as use strictly for official purpose 

and conducting CRWC business. The approval for the same needs to be obtained by 

the Department Head / Terminal Manager from the IT Head. 

 Similarly, to protect CRWC’s IT systems from imported viruses, downloading or 

exchanging screensavers, games, entertainment software or other inappropriate files 

(for example, video or audio materials for personal use), playing games against 

opponents or gambling over the internet is not permitted. 

 Furthermore, users may not conduct any form of "hacking" or use malicious code to 

penetrate or attempt to penetrate other computers or to deliberately release viruses 

or other harmful programs within either the “CRWC” network or the internet or 

bypass security features. 
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Clear Desk and Clear Screen 

The Clear Desk and Clear Screen Policy shall communicate the Management’s intent to 

protect information stored in physical and electronic media and minimize risk of 

unauthorized access. 

Information is an asset which, like other important business assets, has value to CRWC and 

consequently needs to be suitably protected. Information, in whatever form it takes, or 

means by which it is shared or stored, should always be appropriately protected. 

The purpose is to improve the security and confidentiality of information, wherever possible 

a clear desk policy for papers and removable storage media and clear screen policy for 

information processing facilities shall be adopted. This shall reduce the risk of unauthorized 

access, loss of, and damage to information during and outside normal working hours or 

when areas are unattended. 

Following measures may be taken:-   

 Computers / computer terminals shall not be left logged-on when unattended and 

shall be password- protected. 

 The Windows Security Lock shall be set to activate when there is no activity for three 

minutes. 

 The Windows Security Lock shall be password protected for reactivation. 

 Users shall shut down their machines when they leave for the day. 

 There shall be no screen savers set on for the individual’s desktops and laptops. 

 Where practically possible, paper and computer media shall be stored in suitable 

locked safes, cabinets or other forms of security furniture when not in use, especially 

outside working hours. 

 Sensitive or classified information, when printed, shall be cleared from printers 

immediately. 
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 Desktops shall have only shortcuts instead of having complete files or  folders. 

 Computer screens shall be angled away from the view of unauthorized persons. 

EMAIL SERVICES & USAGE 

The e-mail policy helps prevent tarnishing the public image of CRWC. When E-mail goes out 

from CRWC, the general public will tend to view that message as an official statement from 

the organization. 

CRWC provides electronic mail to staff to enable them to communicate effectively and 

efficiently with other members of staff, other companies and partner organizations. When 

using the Organization’s electronic mail facilities all employees shall comply with the email 

policy. Following points may be adhered to:- 

 All authorized users of CRWC are provided with an E-mail account, which is either 

individual to the specific user or generic Email ID and the same is protected with a 

password which is provided to the individual user. The use of E-mail should be 

restricted only for the business purpose; however personal mail can also be 

exchanged to a limited quantum provided that such exchange does not amount to 

breach of this IT policy or otherwise materially affects CRWC’s operations. In case any 

individual is found using e-mail service, which is objectionable by any means, the 

access can be terminated by IT department in consultation with division head 

without any prior information, however the same may be re-instated with the 

approval from the Division Head and IT Head at the corporate office. 

 Email users should be aware that exchange of information with external sites may 

not be secured with high risks of spam, Trojans, malicious codes etc. Hence exchange 

of information should be limited to reliable sites.  

 Information must not be transmitted internally or externally which is beyond the 

bounds of generally accepted standards, values and ethics. This includes, for 

example, material which could be considered offensive or discriminatory; 
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pornographic or obscene, defamatory or any other material which is otherwise 

abusive or contains illegal content prohibited by law or regulation of the country or 

which brings the organization into disrepute. Information is understood to include 

text, images and is understood to include printing information and sending 

information via email. 

 All material contained on the email system belongs to the CRWC and users should 

consider messages produced/received by them on CRWC account to be secure. The 

confidentiality of email data should be maintained by the individual user. 

 Security regarding access to the email system is of paramount importance. User 

identities and personal passwords must not be shared with others. Users should be 

cautious of providing their email addresses to external parties. 

 CRWC email users are required to use this communication tool in a responsible 

fashion and to observe the related guidelines. CRWC provides the email system for 

the purposes of conducting official business and it may not be used for personal gain 

or business activities unrelated to CRWC’s operations. Users must not use the 

system to promote an external cause without prior permission from the competent 

authority. 

 Where it is considered that there has been a breach in the use of the email system, 

the service of the user will be terminated without any prior information. 

ANTI-MALWARE 
IT assets must be employed in ways that achieve the business objectives of CRWC. IT assets 

shall be protected in a way that ensures that they are resistant to virus and malware attacks 

and that all preventive and protective measures shall be used to resist such malware attacks.  

CRWC shall adopt certain practices to prevent malware problems:  

 All workstations whether connected to CRWC network, or standalone, must 

use CRWC approved anti-virus and anti-malware software and configuration. 
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 The anti-virus and anti-malware software must not be disabled or bypassed.  

 The settings for the anti-virus and anti-malware software must not be altered 

in a manner that will reduce the effectiveness of the software. 

 The automatic update frequency of the anti-virus and anti-malware software 

must not be altered to reduce the frequency of updates.  

 Every virus / malware that is not automatically cleaned by the anti-virus and 

antimalware software constitutes a security incident and must be reported to 

the IT Team. 

 The organization shall adopt suitable controls to prevent and detect the 

introduction of malicious code and unauthorized mobile code.  

 The information system automatically updates malicious code protection 

mechanisms e.g. automatic updates of anti-virus and anti-malware software.  

   

TECHNICAL VULNERABILITY 
IT systems contain inherent weaknesses that are termed as vulnerabilities. Threats 

exploit vulnerabilities to cause harm to IT systems. Hence, it is imperative to regularly 

identify and plug those vulnerabilities and prevent occurrence of security incidents. 

The purpose of the Technical Vulnerability Management Policy is to establish rules and 

principles for identifying and managing vulnerabilities in IT systems of CRWC. 

Following are the points which are required for avoiding technical vulnerability:- 

 It is the stated goal of CRWC to provide secure IT systems and services in order to 

protect organizational information assets, as well as the privacy of employees, 

contractors, and third party employees. The timely and consistent application of 

vendor-supplied security patches or mitigation of a reported vulnerability are 

critical components in protecting CRWC network, systems, and data from damage 
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or loss due to threats such as worms, viruses, data loss, or other types of external 

or internal attacks. 

 CRWC shall conduct routine scans of its website, servers (including those hosted 

at MeiTY empaneled vendors), and devices connected to its networks to identify 

operating system and application vulnerabilities on those devices. 

 CRWC requires its IT team to routinely review the results of vulnerability scans 

and evaluate, test and mitigate operating system and application vulnerabilities 

appropriately.  

 

PHYSICAL SECURITY 
Physical security is an essential part of a security plan. It forms the basis for all other security 

efforts, including personnel and information security. A balanced security programme must 

include a solid physical security foundation. A solid physical security foundation protects and 

preserves information, physical assets and human assets. 

The purpose of the Physical Security Policy is to: 

 establish the rules for granting, control, monitoring, and removal of physical access 

to CRWC office premises; 

 to identify sensitive areas within the organization; and 

 to define and restrict access to the same. 

Following are the policies defined for maintaining Physical Security in CRWC: 

 Physical access to the server rooms / areas shall completely be controlled and servers 

shall be kept in the server racks under lock and key. 

 Access to the servers shall be restricted only to IT Team. Besides them, if any other 

person wants to work on the servers from the development area then he / she shall 
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be able to connect to the servers only through Remote Desktop Connection with a 

Restricted User Account. 

 Critical backup media shall be kept in a fire proof off-site location in a vault. 

 Security perimeters shall be developed to protect areas that contain information 

system to prevent unauthorized physical access, damage and interference. 

 A list of personnel with authorized access to the facilities where information systems 

reside shall be maintained with appropriate authorization credentials. The access list 

and authorization credentials shall be reviewed and approved by authorized 

personnel periodically. 

 All physical access points (including designated entry / exit points) to the facilities 

where information systems reside shall be controlled and access shall be granted to 

individuals after verification of access authorization. 

 Physical access to the information systems shall be monitored to detect and respond 

to physical security incidents. 

 Physical protection against damage from fire, flood, earthquake, explosion, civil 

unrest and other forms of natural and man-made disasters shall be designed and 

applied. 

 Physical protection and guidelines for working in the areas where information 

systems resides shall be designed and applied. 

 Information systems and their components shall be positioned within the facility to 

minimize risks from physical and environmental hazards and opportunity for 

unauthorized access. 

 Information systems shall be protected from power failure and other disruptions 

caused by failure in supporting utilities. 

 Power and telecommunications cabling carrying data or supporting information 

services shall be protected from interception or damage. 

 The real-time physical intrusion alarm and surveillance equipment shall be 

monitored. 
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 Physical access control to information systems shall be independent of the physical 

access control to the facility. This control can be applicable to server rooms or 

information systems with higher impact level than that of the majority of the facility. 

 Physical access to the information systems shall be granted only after authenticating 

visitors before authorizing access to the facility where the information systems reside 

other than areas designated as “publicly accessible”. 

 The access records of the visitors shall be maintained. 

 Visitors shall be escorted by the designated personnel and their activities, if required, 

shall be monitored. 

 Systems Personnel shall examine laptops of visitors for latest anti-virus definition, 

latest patches and updates, and any sort of vulnerability which could be harmful for 

the CRWC network. 

 Any user who needs to connect to external network for official work shall be able to 

do so after an official sanction from IT Team. This team shall evaluate security risks 

before issue of any sanction. 

 A record of all physical accesses by both visitors and authorized individuals shall be 

maintained. 

DATA BACKUP POLICY AND PROCEDURE  

CRWC shall adopt and follow well-defined and time-tested plans and procedures, to ensure 

timely and reliable backup of its IT assets. 

The Backup Policy reiterates the commitment of CRWC towards delivering the fastest 

transition and highest quality of services through the backup arrangement ensuring that its 

customers, business activities and services do not suffer in any way. 

The purpose of this policy is to provide means to: 
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 Restore the integrity of the computer systems in the event of a hardware/software 

failure or physical disaster; and 

 Provide a measure of protection against human error or the inadvertent deletion of 

important files. 

Following points may be taken care in this policy:- 

 All user-level and system-level information maintained by CRWC shall be backed up 

periodically. The backup media shall be stored with sufficient protection and proper 

environmental conditions. The systems backups shall be taken based on the schedule 

as outlined in the backup guidelines document. 

Alternatively, CRWC shall be able to perform backup by customizing backup schedule 

according to the requirements of the organization. The backup guidelines can be 

used for reference in formulating CRWC’s backup schedule. Back-up schedule of 

servers maintained at MeitY empaneled vendors shall be drawn up in consultation 

with respective vendors. 

 To confirm media reliability and information integrity, the back-up information shall 

be tested at some specified frequency. 

 Backup information shall be selectively used to restore information system functions 

as a part of business continuity process. 

 Backup copies of operating systems and other critical information system software 

shall not be stored in the same location as the operational software. 

 The system backup information shall be provided with protection from unauthorized 

modification and environmental conditions. 

CYBER SECURITY 
Cybersecurity is the protection of computer systems and networks from the theft of or 

damage to their hardware, software, or electronic data, as well as from the disruption or 

misdirection of the services they provide. The field is becoming more important due to 
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increased reliance on computer systems, the Internet and wireless network standards such 

as Bluetooth and Wi-Fi.  

Cyberspace is vulnerable to a wide variety of incidents, whether intentional or accidental, 

manmade or natural, and the data exchanged in the cyberspace can be exploited for 

nefarious purposes.  

Common Threats and Attacks 

A threat is a possible danger that might exploit a vulnerability to breach security and 

therefore cause possible harm. A threat can be either "intentional" (i.e. hacking: an 

individual cracker or a criminal organization) or "accidental" (e.g. the possibility of a 

computer malfunctioning, or the possibility of a natural disaster such as an earthquake, a 

fire, or a tornado) or otherwise a circumstance, capability, action, or event. To secure a 

computer system, it is important to understand the attacks that can be made against it, 

and these threats can typically be classified into one of these categories below: 

Backdoor 

A backdoor in a computer system, a cryptosystem or an algorithm, is any secret method of 

bypassing normal authentication or security controls. Backdoors can be very hard to 

detect, and detection of backdoors are usually discovered by someone who has access to 

application source code or intimate knowledge of the computer's Operating System. 

 

Denial-of-service attack 

Denial of service attacks (DoS) are designed to make a machine or network resource 

unavailable to its intended users. Attackers can deny service to individual victims, such as 

by deliberately entering a wrong password enough consecutive times to cause the victims 

account to be locked, or they may overload the capabilities of a machine or network and 
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block all users at once. While a network attack from a single IP address can be blocked by 

adding a new firewall rule, many forms of Distributed denial of service (DDoS) attacks are 

possible, where the attack comes from a large number of points – and defending is much 

more difficult. Such attacks can originate from the zombie computers of a botnet, or from 

a range of other possible techniques, including reflection and amplification attacks, where 

innocent systems are fooled into sending traffic to the victim. 

Phishing 

Phishing is the attempt to acquire sensitive information such as usernames, passwords, 

and credit card details directly from users by deceiving the users. Phishing is typically 

carried out by email spoofing or instant messaging, and it often directs users to enter 

details at a fake website whose "look" and "feel" are almost identical to the legitimate 

one. The fake website often asks for personal information, such as log-in details and 

passwords. This information can then be used to gain access to the individual's real 

account on the real website. Preying on a victim's trust, phishing can be classified as a form 

of social engineering.  

Spoofing 

Spoofing is the act of masquerading as a valid entity through falsification of data (such as 

an IP address or username), in order to gain access to information or resources that one is 

otherwise unauthorized to obtain. There are several types of spoofing, including: 

Email spoofing: - An attacker forges the sending (From, or source) address of an email. 

IP address spoofing: - An attacker alters the source IP address in a network packet to hide 

their identity or impersonate another computing system. 

MAC spoofing: - An attacker modifies the Media Access Control (MAC) address of their 

network interface to pose as a valid user on a network. 
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Measures 

A state of computer "security" is the conceptual ideal, attained by the use of the three 

processes: threat prevention, detection, and response. These processes are based on 

various policies and system components, which include the following: 

 User account access controls and cryptography can protect systems files and data, 

respectively. 

 Firewalls are by far the most common prevention systems from a network security 

perspective as they can (if properly configured) shield access to internal network 

services, and block certain kinds of attacks through packet filtering. Firewalls can be 

both hardware- or software-based. 

 Intrusion Detection System (IDS) products are designed to detect network attacks 

in-progress and assist in post-attack forensics, while audit trails and logs serve a 

similar function for individual systems. 

 Reducing vulnerabilities 

 Two factor authentications are a method for mitigating unauthorized access 

to a system or sensitive information. This increases security as an 

unauthorized person needs both of these to gain access. 

 It is possible to reduce an attacker's chances by keeping systems up to date 

with security patches and updates. The effects of data loss/damage can be 

reduced by careful backing up and insurance. 

 

 Hardware protection mechanisms 

While hardware may be a source of insecurity, such as with microchip vulnerabilities 

maliciously introduced during the manufacturing process, hardware-based or 

assisted computer security also offers an alternative to software-only computer 

security. Using devices and methods such as dongles, trusted platform modules, 
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intrusion-aware cases, drive locks, disabling USB ports, and mobile-enabled access 

may be considered more secure due to the physical access (or sophisticated 

backdoor access) required in order to be compromised. Each of these is covered in 

more detail below:- 

 

 Computer case intrusion detection refers to a device, typically a push-button 

switch, which detects when a computer case is opened. The firmware or BIOS is 

programmed to show an alert to the operator when the computer is booted up 

the next time. 

 Drive locks are essentially software tools to encrypt hard drives, making them 

inaccessible to thieves. Tools exist specifically for encrypting external drives as 

well. 

 Disabling USB ports is a security option for preventing unauthorized and 

malicious access to an otherwise secure computer. Infected USB dongles 

connected to a network from a computer inside the firewall are considered by 

the magazine Network World as the most common hardware threat facing 

computer networks. 

 Disconnecting or disabling peripheral devices (like camera, GPS, removable 

storage etc.), that are not in use. 

 

 End user security training 

The end-user is widely recognized as the weakest link in the security chain and it is 

estimated that more than 90% of security incidents and breaches involve some kind 

of human error. Among the most commonly recorded forms of errors and 

misjudgment are poor password management, the inability to recognize misleading 

URLs and to identify fake websites and dangerous email attachments. A common 

mistake that users make is saving their userid/password in their browsers to make it 
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easier to log in to banking sites. This is a gift to attackers who have obtained access 

to a machine by some means. The risk may be mitigated by the use of two-factor 

authentication. 

As the human component of cyber risk is particularly relevant in determining the 

global cyber risk an organization is facing, security awareness training, at all levels, 

not only provides formal compliance with regulatory and industry mandates but is 

considered essential in reducing cyber risk and protecting individuals and companies 

from the great majority of cyber threats. 

The focus on the end-user represents a profound cultural change for many security 

practitioners, who have traditionally approached cybersecurity exclusively from a 

technical perspective, and moves along the lines suggested by major security centers 

to develop a culture of cyber awareness within the organization, recognizing that a 

security-aware user provides an important line of defense against cyber attacks. 

 Digital hygiene 

Related to end-user training, digital hygiene or cyber hygiene is a fundamental 

principle relating to information security and, as the analogy with personal hygiene 

shows, is the equivalent of establishing simple routine measures to minimize the 

risks from cyber threats. The assumption is that good cyber hygiene practices can 

give networked users another layer of protection, reducing the risk that one 

vulnerable node will be used to either mount attacks or compromise another node 

or network, especially from common cyberattacks. 

As opposed to a purely technology-based defense against threats, cyber hygiene 

mostly regards routine measures that are technically simple to implement and 

mostly dependent on discipline or education. It can be thought of as an abstract list 

of tips or measures that have been demonstrated as having a positive effect on 
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personal and/or collective digital security. As such, these measures can be 

performed by lay people, not just security experts. 

DISASTER RECOVERY 
A disaster is a serious incident that cannot be managed within the scope of CRWC’s normal 

working operations. Disaster recovery policy is required to respond to a major incident or 

disaster by implementing a plan to restore CRWC’s critical business functions.  

The purpose of this policy is to ensure that IT resource investments made by CRWC are 

protected against service interruptions, including large scale disasters, by the development, 

implementation, and testing of disaster recovery / business continuity plans (DR/BCP).This 

policy provides a framework for the process of planning, developing and implementing 

disaster recovery management for IT Services at CRWC.  

CRWC shall adopt following practices to minimize the impact of disaster:- 

 Control Measures 

Control measures are steps or mechanisms that can reduce or eliminate various threats 

for organizations. Different types of measures can be included in a disaster recovery 

plan (DRP). IT disaster recovery control measures can be classified into the following 

three types:- 

 Preventive measures – are put in place to identify and reduce risks, as well as 

restrict the likelihood of preventable disasters.  

 Detective measures – aim to identify unwanted problems within the IT 

infrastructure before a more serious event can occur. These can include 

antivirus software and firewalls, as well as practical approaches, such as fire 

alarms. 
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 Corrective measures – are put in place to restore a system after a disaster 

occurs, and works to minimize the loss and damage done to the IT 

infrastructure. This can include backup and disaster recovery services and 

insurance policies. 

 Plans for disaster recovery / business resumption / business continuity shall be 

developed by organizational management.  

Typical elements in a disaster recovery plan include the following:- 

 Create a disaster recovery team:- The team will be responsible for 

developing, implementing, and maintaining the DRP. A DRP should identify 

the team members, define each member’s responsibilities, and provide their 

contact information. The DRP should also identify who should be contacted in 

the event of a disaster or emergency. All employees should be informed of 

and understand the DRP and their responsibility if a disaster occurs. 

 Identify and assess disaster risks:- Your disaster recovery team should 

identify and assess the risks to your organization. This step should include 

items related to natural disasters, man-made emergencies, and technology 

related incidents. This will assist the team in identifying the recovery 

strategies and resources required to recover from disasters within a 

predetermined and acceptable timeframe. 

 Determine critical applications, documents, and resources:- The 

organization must evaluate its business processes to determine which are 

critical to the operations of the organization. The plan should focus on short-

term survivability, such as generating cash flows and revenues, rather than 

on a long term solution of restoring the organization’s full functioning 

capacity. However, the organization must recognize that there are some 

processes that should not be delayed if possible.  
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 Specify backup and off-site storage procedures:- These procedures should 

identify what to back up, by whom, how to perform the backup, location of 

backup and how frequently backups should occur. All critical applications, 

equipment, and documents should be backed up. Documents that you should 

consider backing up are the latest financial statements, tax returns, a current 

list of employees and their contact information, inventory records, customer 

and vendor listings. Critical supplies required for daily operations, such as 

checks and purchase orders, as well as a copy of the DRP, should be stored at 

an off-site location. 

 Test and maintain the DRP:- Disaster recovery planning is a continual process 

as risks of disasters and emergencies are always changing. It is recommended 

that the organization routinely test the DRP to evaluate the procedures 

documented in the plan for effectiveness and appropriateness. The recovery 

team should regularly update the DRP to accommodate for changes in 

business processes, technology, and evolving disaster risks. 

In summary, an organization must develop a recovery team to create a disaster 

recovery plan that includes identifying and assessing disaster risks, determining 

critical applications, and specifying backup procedures. Other procedures may be 

included in the plan based on the organization. The recovery team and organization 

must then implement the DRP and follow through on the plan procedures. The DRP 

should be continually tested and maintained to consistently prepare the organization 

for evolving disasters and emergencies. 

 
 Disaster recovery / business resumption plans shall be updated at least annually and 

following any significant changes to computing or telecommunications environment 

of CRWC 
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 Employees of CRWC shall be trained to execute the disaster recovery plan.  

 Annual certification, updating and testing of the disaster recovery / business 

resumption plan shall be done.  

 A competent auditor shall audit disaster recovery / business resumption plans.  

For the Disaster Recovery Plan to be a success, it helps if certain key criteria are met, 

including: 

 Stakeholder Buy-in: For Disaster Recovery planning to not be another routine fire 

drill, stakeholder buy-in is required to elevate it to the high-priority planning that it 

is. 

 Holistic Focus: While recovering data and getting systems up and running is your top 

priority, planning that encompasses other “non-tangibles” or preventive steps 

should not be neglected. For example, having regular security trainings for 

employees, ensuring support staff backup, etc. 

 Regularly Update Plans: As the organization and its business and IT processes 

evolve, so must the Disaster Recovery Plans. To ensure relevancy, the plans must be 

updated at significant milestones such as major version updates, 

mergers/acquisitions, etc. 


